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Ha ocHoBy unaHa 8. 3akoHa 0O WH(OPMALMOHO]
6es3begHoctn (,Cnyx6eHn rnacHuk PC”, 6poj 6/16),
unaHa 2. Ypenbe o 6nmxem cagpxajy lNpaBunHuka o
6e3benHocTU NHMOPMaLIMOHO-KOMYHUKaLIMOHNX
cuctema of  nocebHor 3Havaja, HauynHy nposepe
MHEOPMAaLMOHO-KOMYHUKaLMOHNX cuctema on
nocebHor 3Havaja n cagpxajy ussewTaja O nNpoBepwu
MHGOPMaLMOHO-KOMYHUKaLMOHOT cuctema on
noce6Hor 3Ha4aja (,Cn. MacHuk PCY, 6p. 94/2016) n
ynaHa 64 Cratyta OnwtuHe Kwaxesay (,Cn. Jluct
onwTunHe Knsaxesay, 6p. 4/2009 n 10/2015) HayenHuk
OnwTuHcke ynpaee paHa 02.03.2017.rognHe JOHEO je

NMPABUNTHUK
0 6e36e4HOCTM NH(POPMALIMOHO - KOMYHMKALIMOHOT
cucrtema
onwTuHe Kibaxesal,

YBoaHe oapeabe
YnaH 1.

OBMM npaBuUMHUKOM, Yy cknagy ca 3akoHOM O
MHdopMaLmoHoj 6e3benHocTn 1 Ypenbom o Gnvkem
cagpxajy MNMpaBunHuka o 6e36eaHOCTM MHCPOPMALMOHO-
KOMYHUWKaLMOHUX cucTema of noceGHor 3Hayaja, HauuH
npoeepe UHPHOPMaLMOHO-KOMYHUKALIMOHMX CUcTeMa of
nocebHOr 3Hayaja v cagpxaj mM3BelwlTaja O MpPOBepU
MHGOPMAaLMOHO-KOMYHUKaLMOHOT cuctema on
noce6Hor 3Hauvaja (,Cn. nacHuk PC*, 6p. 94/2016),
yTBphYyjy ce Mepe 3alTute, MNPUHLWUNKU, HAYUMH W
npouenype nocTu3awa W ofpXaBaka afeKkBaTHOr
HuBoa 6e3begHOCTM cucTema, kao U oBnawhewa u
OAroBOpPHOCTK y Be3n ca 6e3begHowhy u pecypcuma
WKT cuctema OnwtunHe Knaxesay (y Aarbem TeKCTy:
WVKT cuctem).

YnaH 2.

Mepe nponucaHe OBMM MPaBUITHUKOM Ce OAHOCe Ha
cBe opraHe, opraHu3auuoHe jeauHuue OnwTuHCKE
ynpaBe KraxeBal, Ha CBe 3anoCneHe - KOPWUCHUKEe
MHOPMAaTUYKMX pecypca, kao U Ha Tpeha nuua koja
KopucTe uHgopmMaTmyke pecypce OnwTtnHe Kisaxesal,.

HenowToBake oapenbu OBOr npaBWUIiHUKA MOBNAYn
OVCUMNIIMHCKY OArOBOPHOCT  3aMOCIEHOr-KOPUCHMKa
MHpopmaTuykmnx pecypca OnwTtuHe Kibaxesall

3a npahere npvmeHe OBOr npasBunHuKa obaBesyje ce
3anocneHu pacnopeheH Ha pagHOM MecTy CcucTeM
aAMVHUCTPATOP U NOCIoBU oabpaHe.

YnaH 3.

MojefuHU TEPMUHM Yy CMUCIY OBOr NMpaBUIIHWKA UMajy
cnepehe 3Haueme:

1) uH@opmayuoHo-koMyHukayuoHu cucmem (UKT
CUCTEM) je TEXHONOLUKO-OpraHMsaumoHa LenuHa Koja
obyxsaTa:

(1) enexkTpoHCKE KOMYHMKALMOHE Mpexe Y
CMUCAly  3akoHa Koju  ypehlyje  enekTpoHcke
KOMyHUVKauuje;

(2) ypehaje nnu rpyne mehycobHoO noBesaHux
ypehaja, TakBux ga ce y okBupy ypehaja, ogHOCHO Yy
okBupy 6apem jegHor u3 rpyne ypehaja, Bpwm
ayTomaTcka obpapa nopartaka Kopuwhexem
padyHapckor nporpama;

(3) mopaTke Koju ce noxpamwyjy, 06pahyjy,
npeTpaxyjy uwnu npeHoce nomohy cpeactasa w3
noartay. (1) n (2) oBe Tauke, a y CBpXy HMXOBOr paja,
ynotpebe, 3aWTnTe NN ogpXxaBar-a;

(4) opraHM3aumoHy CTPYKTypy nyTem Koje ce
ynpasrea VKT cuctemowm;

2) uHgopmayuoHa 6e3bedHocm npencTaBba CKyn
mMepa koje omoryhaBsajy Aa nogaumn kojuma ce pykyje
nytem WKT cuctema ©Oyny 3sawtuheHn of
HeoBnawheHor npuctyna, kao M fa ce 3awWwTutu
WHTErpuTteT,  pPacrnonoXWBOCT,  ayTEHTUYHOCT U
HermopeumMBOCT TWX MojaTaka, da Ow Taj cuctem
dyHKUMOHMCAO Kako je npegsuheHo, kaga je
npeasuieHo 1 nog KOHTponom osrnawheHnx nuua;

3) majHocm je CBOJCTBO KOje 3HauM Aa nopaTak Huje
gocTtynaH HeosnawheHum NuuMma;

4) uHmMeepumem 3Ha4n O4yBaHOCT U3BOPHOI cajpaja
N KOMMMETHOCTY NoaaTka;

5) pacnionoxusocm je CBOJCTBO KOje 3Hauv da je
nmogatak docTynaH w  ynoTpebrbMB Ha 3axTeB
osnawheHnx nuua oHAa Kaga UM je notpeban;

6) aymeHmuyHOCm je CBOjJCTBO Koje 3Haun ga je moryhe
npoBepuTM M NOTBPAWUTW Aa je nogaTtak CTBOPMO WM
nocrnao OHaj 3a Kora je geknapucaHo da je Ty pagky
N3BpLUNO;

7)  Henopeuyusocm npeactaB/ba  cnocobHocT
JokasvBara Aa ce goroguna ogpeheHa pagkwa nnm ga
je HacTynuno ogpeheHun gorafaj, Tako Aa ra HakHagHO
Huje moryhe nopehu;

8)  pusuk 3HauM  MOryhHOCT  HapyliaBama
uHbopmaumoHe 6e3begHocTn, opHOCHO MoryhHocT
HapyLlaBama TajHocTy, WHTErpUTETa,

pacnonoXWBOCTU, ayTEHTUYHOCTM UMM HEMOPELMBOCTH
nopgataka unu HapyLuaBaha ncnpaBHor
dyHkumoHncana VKT cnctema;

9) ynpaerbarbe pU3UKOM je cucTeMaTuyaH Ckyn mepa
KOju  YKIbydyje nnaHvpakwe, OpraHusoBawe W
ycMepaBake aKTUMBHOCTU kako 6u ce 06e3beauno ga
pu3uLM  OCTaHy Yy MpoMMCcCaHUM W NPUXBATIbUBUM
OKBUPUMA;

10) uHyudeHm je yHyTpalluka MMM CnofbHa OKOMHOCT
unu porahaj KojuMm ce yrpoxasa WnuM Hapyllasa
nHdopmauuoHa 6e3beaHOCT;

11) mepe 3awmume UKT cucmema cy TexHWYKe U
opraHuMsauunoHe Mepe 3a ynpasrbakbe 6e36eHOCHUM
pusmumma VKT cuctema;

12) majHu nodamak je mopatak Koju je, y cknagy ca
nponucmMmMa o TajHOCTU nopaTaka, ogpefeH n o3HayeH
ogpeheHMM cTeneHOM TajHOCTH;
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13) UKT cucmem 3a pad ca majHum nodayuma je VKT
CUCTEM KOju je y cknagy ca 3akoHom oapeheH 3a pag
ca TajH/uM nogauuma;

14) komrnpomumyjyhe enekmpomMazHemHo 3pavyer-e
(KEM3) npepctaBrba HeHamepHe enekTpoMarHeTHe
emucuje NpWIMKOM MpeHoca, obpade wunu 4yBawa
nogaTtaka, 4uMjuM MpUjeMOM W aHann3om ce Moxe
OTKPUTK cafpxaj TX nogaTaka;

15) Kpunmobe3bedHocm je KOMMOHEHTA
MHdOpMaLmoHe 6e3benHocTn Koja obyxsaTa
KpUNTO3aWwTuTy, yrnpaBrbawe Kpuntomartepujanuma wu
pa3sBoj MeToAa KpMMnTo3aLuTuTe;

16) kpunmosawmuma je npuMeHa MmeToaa, mepa u
nocTynaka pagu TpaHcdopMucarwa nogataka y obnuk
Koju ux 3a ofgpeheHo BpemMe Wunu TpajHO YWUHU
HeJoCTYNHUM HeoBnawheHnm NuumMma;

17) kpunmoepadhbcku npou3eod je codpTBEp Unn ypehaj
nyTeMm Kora ce BpLUM KpMnTo3aluTuTa,

18) Kpunmomamepujanu cy Kpuntorpadckm
npoussoau,  nojauu, TexHUYKa  AOKyMeHTauuja
KpunTorpadcknx npovssoda, kao W ogrosapajyhu
Kpuntorpadckm

KIby4eBu;

19) 6e3b6edHocHa 30Ha je MpOCTOp WM npocTopuja y
KOjoj ce, y cknagy ca npornucuma O TajHOCTW noartaka,
obpahyjy n yyBajy TajHu nogauu;

20) uHgpopmayuoHa Oobpa obyxBaTajy nogaTke Yy
paToTekama u 6Gasama nogartaka, nporpamckv ko,
KOHMUrypaumjy xapaBepckux KOMNOHeHaTa, TEXHUYKY U
KOPWCHWYKY  OOKYMEHTauMjy, YHyTpalwe  onwTe
npasunHuke, npouenype 1 CInyHo;

21) VPN (Virtual Private Network)-je ,npuBaTHa“
KOMYHUKaLUMoHa Mpexa koja omoryhaBa KopucHuuMma
Ha pasfBOjeHMM noKauujama fa npeko jaBHe Mpexe
jenHocTaBHO oapxaBajy 3aWwTuheHy KOMyHUKauujy;

22) MAC appeca (Media Access Control Address) je
jeovHcTBeH ©Opoj, KojuM ce BpwW uAeHTUdMKaumja
ypehaja Ha Mpexu;

23) Backup je pe3epBHa konuja nogataka;

24) Download je TpaHccep nogaTaka ca LeHTpanHor
payyHapa unm web npeseHTaumje Ha oKkanHy padyHap;
25) UPS (Uninterruptible power supply) je ypehaj 3a
HenpekuaHo Hanajake enekTpU4YHOM EHEprujoMm;

26) Freeware je 6ecnnataH codTBep;

27) Opensource codTBEP OTBOPEHOT KOAA;

28) Firewall je ,3aWTUTHM 314" OOHOCHO CUCTEM MPEKO
Kora ce BpWM HaA3op W KOHTpOnuUwe MpOTOK
MHpopMaLmja n3mefly nokanHe Mpexe U UHTEpHeTa y
Luurby oHemoryhaBarba 3r1oHaMepHNX aKTUBHOCTMW;

29) USB wnun cdrnew memopuja je CnosblukbyM Meavjym
3a cKkraguwTere noaaTaka;

30) CD-ROM (Compact disk - read only memory) ce
KOPWCTW Kao MeanjyM 3a CHUMare Nnoaartaka;

31) DVD je onTu4ku OUCK BMCOKOT KanauuteTa Koju ce
KOPWCTU Kao MeaujyM 3a cknaguiuTere nogartaka;

Il. Mepe 3awtuTte
UnaH 4.

Mepama 3awTtute WKT cuctema ce o6e3behyje
npesBeHUMja oA HacTaHka WHUMAEHaTa, OOHOCHO
npesBeHUMja M MUHMMM3aUMja WTeTe of WHuMAeHaTa
KOju yrpoxasajy BpLUeHe HaANexHoCcTn n obasrbare
JenatHocT, a MocebHO y OKBMPY MpyXawa ycnyra
ApYrvM nuuuma.

1.0OpeaHu3ayuoHa cmpykmypa, ca
ymepheHuM nocnoeumMa u 002080pHOCMUMA
3anocrsieHUx, KojoM ce ocmeapyje ynpaesbaH-e
uHgopmayuoHom  6es3bedHowhy y  okeupy
OnwmuHe Knaxeeay
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CTPAHA 2
YnaH 5.

CBakun 3anocneHu-kopucHuk pecypca UKT cuctema je
ogroBopaH 3a 6e36eaHocT pecypca VKT cuctema koje
Kopuctv pagu obaBrbaka nocnoBa U3  CBOje
HaZNeXHOCTH.

3a KkoHTpony u Hagsop Hag obaBrbakem nocrosa
3anoClIeHNX-KOPUCHUKa, Yy Uniby 3awTuTe n
6e3begHoctn UKT cuctema, kao un 3a obaBrbame
nocnosa n3 obnactn 6e3begHocTn uenokynHor WVKT
cuctema OnwtnHe KraxeBay HagnexaH/Ha je
3anocneHn pacnopeheH Ha pagHOM MeCTy CUCTEM
agMUHMCTpaTop M nocnosu ogbpaHem y cknagy ca
cuctematusaumjom pagHmx Mecta y  OnWTMHCKO]
ynpasu Knaxesau 6p. 020-88/2016-09 og 30.11.2016
rogviHe.

YnaH 6.

Mop nocnosuma 13 obnactn 6e3begHocTun yTBPhYjY ce:
nocnoBu 3awTuTte MHdopmaumoHmx gobapa, 0gHOCHO
cpeictaBa MMMOBMHE 3a HaA3op Hag MOCHOBHUM
npouecumMa oA 3Havaja 3a nHdopmaumoHry 6e3begHocTt
MocrnoBu  ynpaBrbake  pusuumma Yy obnactu
nHdpopmMmaumoHe  6esbegHocTM, Kao M NOCMOBU
npegsuheHn npoueaypama y obnactu nHdopmauoHe
6e3begHocTU

nocnoeu oHemoryhaBawa, OAHOCHO cCnpevyaBaha
HeoBnawheHe unNM HeHamepHe wu3MmeHe, owwTehera
nnm 3noynotpebe cpeacTasa, OOHOCHO
NHOPMALMOHUX nobapa VKT cuctema
papa/OnwTuHe/l pagcke ONWTWHE, Kao M MpUCTYM,
nsmeHe nnun kopuwhere cpeacrasa 6e3 osnawhetwa u
6e3 eBngeHuUMje 0 Tome

npahexwe akTUBHOCTW, PEBU3Uje N Haa3opa y OKBUPY
ynpaBerbara nHdopmaunoHom 6e3begHoLlhy
obaBelLTaBarke HaONEXHWX OpraHa O MHUMAEHTUMA Yy
UKT cuctemy, y cknagy ca nponucmma.

Y cnydyajy wHuMpeHTa 3anocrneHn pacnopeheH Ha
pagHOM MeCTy CuCTeM agMWHUCTPAToOpP M MNOCHOBU
onbpaHe , ob6aBewTaBa HayenHuka OnwTUHCKe
ynpaBe, Koju y cknagy ca nponucvMMa obaseluTasa
HagnexHe oOpraHe Yy UMby peluaBaka Hacrtanor
0e30e0HOCHOT MHUMOEeHTA.

2.be36edHocm pada Ha GasbuHy u
ynompe6a mMo6unHux ypehaja

Ynan 7.

HepernctpoBaHu kopucHuuM, nyTeM MobunHux ypehaja
MOTy [ia MPUCTyne camoO OHVUM AEeNOBUMa MpeXe Koju Cy
KoHurypucaHm Tako ga omoryhasajy  npucTyn
WHTepHeTy ann He n OenoBuMa Mpexe Kpo3 Kojy ce
ob6aBrba cnyxbeHa koMmyHuKaLmja.

Mpuctyn  pecypcuma WKT  cuctema  OnwtuHe
KrwaxeBal, ca yparbeHux fokauuwja, op CTpaHe
3anoCreHnx-KOp1UCcHUKa, y unrby obaBrbawa pagHux
3ajartaka, omoryheH je nytem 3awTuheHe
VPN/UHTEpHET KoHeKuuje.

3anocneHoM-kopucHuky, 3abpameHa je camocTanHa
MHCTanauuja codTBepa W mnoaelwaBake MoOBUIHOr
ypehaja, kao U1 paBake ypehaja  gpyrum
HeoBnawheHum nuuuma (Ha ycnyry, cepBucupare U
cn.)

3anocrneHn pacnopefleH Ha pagHOM MeCTy CUCTEM
aAMUHUCTPATOP M MOCMoBM oabpaHe CBakoOHEBHO


https://sr.wikipedia.org/w/index.php?title=%D0%9E%D0%BF%D1%82%D0%B8%D1%87%D0%BA%D0%B8_%D0%B4%D0%B8%D1%81%D0%BA&action=edit&redlink=1

CTPAHA 3
KOHTponuwe npuctyn pecypcuma WKT cuctema u
npoBepaBa fAa M uMMa MpuUCTyna ca Hemno3HaTux
ypehaja (ca HenosHatux MAC appeca). YKONuko ce
yCcTaHoBM HeoBnawheH npucTyn O TOMe Ce nyTem
€NeKTPOHCKe MolwTe OAmax, a HajkacHuje cyTpajaH
obaBeluTaBa HayenHuK Ynpase, a Ta MAC agpeca ce
yHocu y «block® nucty codTBepa koju ce kopuctu 3a
KOHTpOny npuctyna.

Mpuctyn pecypcuma WKT cuctema, ca npusaTHOr
ypehaja, Huje [o3BOrbEH, OcuM ako je ypehaj) y
BnacHuw By OnwTtuHe Kraxesal, owTeheH u Huje
o06e3beheHa 3ameHa.

EBupeHuujy npuBaTHux ypehaja ca kojux he 6utu
omMoryheH npucTyn Bogwm 3anocneHu pacnopeheH Ha
pagHOM MeCTy CUCTEM aAMUHWUCTPATOP W MNOCIOBU
oabpaHe a no ogobpery HayenHuka Ynpase.
MpusaTHn ypehaju ca kojux he ce npuctynatm
pecypcuma UVIKT cuctema mopajy 6uTtn nogelieHun of
CcTpaHe 3anocrneHu pacnopefeH Ha pagHOM MecTy
CUCTEM agMUHUCTPATOp WM MOCroBu oabpaHe, Mory ce
Kopuctutm camo 3a obaBrbawe nocroBa Yy
HaNEeXHOCTU KOPWUCHMWKa-3amnocneHor M To camo Yy
nepuogy kaga Huje wmoryhe «kopuctutn ypehaj vy
BnacHuwTBy OnwTtuHe Krbaxesal.

3. O6e3behusar-e Oa sluya Koja Kopucme
UKT cucmem odHocHO ynpaesbajy UKT cucmemom
6ydy ocnocobsbeHa 3a nocao Koju pade u pasymejy
ceojy od2080pHOCM

YnaH 8.

WKT cuctemom ynpaBreajy 3amnocrneHu y cknagy ca
BaxehoM cucTtemaTusaumjom pagHux Mecra.

3anocneHn pacnopefieH Ha pagHOM MeCTy CuUCTeM
agMuvHUCTpaTop U nmocnosu odbpaHe je AyxaH/Ha Aa
cBakor HoBo3sanocneHor-kopucHuka WKT  pecypca
yrnosHa ca o4roBOpPHOCTMMA Y MpaBunMma kopuwhena
WKT pecypca OnwTtuHe KhaxeBay Aa ra ynosHa ca
npasunuma kopuwherwa pecypca VKT cuctema, kao n
Aa BOOM eBMAEHUMjy O u3jaBamMa HOBO3aMoOCIEHUX —
KOPWCHMKa Aa Cy ynosHaTu ca npasunuma kopuwhera
WKT pecypca.

Caako kopuwhewe VKT pecypca OnwTtuHe Kriaxesall
O, CTpaHe 3anoCreHOr-kOpuUCHMKa, BaH [0OEerbeHUX
oBnawhere, nognexe OWCUMNIMHCKO] OArOBOPHOCTU
3anocneHor Kojom ce JdeuvHuwe OAroBOPHOCT 3a
HeoBnawheHo kopuwhere NMOBUHE.

4. 3awmuma 00 pu3uka Koju Hacmajy npu
npomeHama rocJsioea UJsluU TpecmaHKka padHo2
aH2a)koeal,a Jiuya 3arocsieHux Kod ornepamopa
UKT cucmema

YnaH 9.

Y cny4yajy npomeHe nocroBa, OAHOCHO HaANEeXHOCTU
KOPWCHWMKa-3anocneHor, 3anocnexHn pacnopeheH Ha
pagHOM MecTy CUCTEM aAMUHUCTPATop WM MOCMOBM
onbpaHe he M3BpWWTU NPOMEHY MpuBUNErnja koje je
KOPWCHMK-3aNoCNeHn MMao Yy ckmagy ca Onucom
pagHMX  3agataka, a Ha  OCHOBY  3axTeBa
npeTnocTaBbeHOr pyKoBoAauoLa.
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Y cnyyajy npectaHka pafHOr aHraXoBara KOPUCHUKa-
3anocneHor, KOPUCHUYKM Harmor ce ykuaa.

O npecTaHKy pagHor ogHoca Wi pagHor aHraxoBamba,
kKao M npoMeHu pagHor MecTta, PykoBoaunal
Operbeta 3a ONWTY ynNpaBy W 3ajefHW4YKe NocrnoBe Yy
capagmu ca HenocpedHVM pykoBoaMoOLEM, je AyxaH/a
Aa obasectn 3anocneHor pacnopeheHor Ha pagHOM
MeCTy CUCTeM agMWHWCTPaTop M nocrnosBu ogbpaHe
pagu  ykugawa, OOHOCHO  M3MEHYy  MPUCTYMHUX
npuBuMnervja Tor 3anocrneHor-kopucHUKa.

KopucHnk WKT pecypca, HakoH npecTaHka pagHor
aHraxoeawa y YnpaBu, He CMe [a OTKpuBa nogaTke
Koju cy of 3Hauvaja 3a nHdopmaumoHy 6e3beaHocT NKT
cuctema.

5. UdeHmudgpukoeaw-e UHhopMayUOHUX
dobapa u odpehjusan-e 002080pPHOCMU 3a HUXOBY
3awmumy

YnaH 10.

UHdopmaumoHa fobpa OnwtnHe KraxeBau cy cBu
pecypcu Koju cappxe NOCMOBHE WHGOpMauuje
OnwTunHcke ynpase Krwaxesal, , OQHOCHO, MyTeM KOjUX
ce BpwwM n3paga, obpaga, YyBawe, npeHoc, bpucare n
yHuwTaBawe nogataka y UKT cuctemy, ykrbydyjyhn
CBe €eneKTpOHCKe 3anuce, padyHapcKy ornpemy,
mobunHe ypehaje, 6a3e nogaTtaka, MOCMOBHE
annukauuje, KOHUrypaumjy XapaBepCKnx
KOMMNOHEeHaTa, TEXHWUYKY M KOPUCHWYKY AOKyMeHTauujy,
yHyTpalwme npaBurnHuke Kkoju ce opHoce Ha WKT
CUCTEM U CI.)

EBugeHunjy o wHdopmaumoHum gobpuma  Boau
Opercete 3a OyuetT M uHaHcuje n yTBphuBawe U
HannaTty nokanHux jaBHnx npuxoga OnNwTUHCKe ynpase
KraxeBay, y nanmpHoj Unm enekTpoHCKoj (hopMu.

Mpeamer 3awTuTe cy:

xapgsepcke u copreepcke komnoHeHTe KT cuctema
nogaum Koju ce obpahyjy nnm 4yBajy Ha KOMNOHEeHTama
WKT cucrema

KOPUCHWUYKN Hanosn n Apyru nogaum o KopucHuumma
uHpopmaTnukmnx pecypca UKT cucrema

6.Knacuchukoeae nodamaka mako Oa
Hueo Huxoee 3awmume odzoeapa 3Hayajy
nodamaka y cknady ca Ha4esloM ynpaesbaHa
pu3sukom us 3akoHa o UHopMayuoHoj
6e36ed0Hocmu

YnaH 11.

Mopaum koju ce Hanase y KT cuctemy npepcraerbajy
TajHy, ako cy Tako AeduHucaHn ogpeabama nocebHUM
nponucuma.

Mopaum koju ce 03HayYe kao TajHW, Mopajy O6uTn
s3awTnheHn y cknagy ca opapepbama Ypenbe o
nocebHMM Mepama 3awWTuTe TajHMX nojaTaka Yy
NHOPMaLMOHO-TENEKOMYHUKALIMOHNM cuctemmnma
(,Cn. MmacHuk PC*, 6p. 53/2011).

[eTarbaH onuc nHgopmauuja, Hocaymma nHpopmaumja
W JOCTYNHOCTU NofaTtaka Hanasu ce y MiHdopmatopy o
pagy OnwTunHe Knsaxesad,.
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7. 3awmuma Hoca4ya nodamaka

YnaH 12.

3anocneHn pacnopeheH Ha pagHOM MeCTy CUCTEM
agMUHMCTpaTop M nocrnosu oabpaHe he ycnoctaBuTh
opraHusauujy npuctyna v paga ca nogauuma, nocebHo
OHUMa Koju Byay O3HayeHu cTeneHoMm cryxbeHocTn
N TajHOCTM Yy cknagy ca  3akoHOM O TajHOCTM
nopgaTaka, Tako Aa:

nogauy w AOKyMeHTM (nocebHO OHM ca O3HaKoMm
TajHOCTM) MOry Aa ce CHMMe (apxuBupajy, 3anuvily) Ha
cepBepy Ha KoMe ce CHUMajy nogauu, y dongepy Hag
Kojum he npaBo npucTyna vMMaT¥ camoO 3arocClieHu-
KOPUCHULM Kojuma je To npaBo ob6e3beheHo oanykom
HayenHuka.

nogaum un AOOKyMeHTU (nocebHO OHM ca O3HaKOM
TajHOCTM) MOry fJa Cce CHUMe Ha pJpyre Hocaye
(ekcTepHu xapg auck, USB, CD, DVD) camo of cTpaHe
3anocrneHor pacnopefeHor Ha pagHOM MECTYy CUCTEM
agMUHMCTPATOp M NOCoBMU oabpaHe.

EBugeHuMjy Hocaya Ha Kojuma Cy CHUMIbEHW MOAauw,
BOAM 3anocneHn pacnopeheH Ha pagHoM MecTy
CUCTEM aAMUHUCTPATOP W nocnosBu ogbpaHe n Tu
Meamnju Mmopajy 6T NPonMCHO obenexeHn 1 OANOXEHN
Ha wMecTo Ha kome he ©O6utn 3awTtuheHn opf
HeoBsnawheHor npuctyna.

Y cnyyajy TpaHcrnopTa Meauja ca nogauuma, HayenHuk
YnpaBe he oppeouTn OAroOBOPHY OCOOY UM HayuH
TpaHcnopTa.

Y cnyyajy uMcTeka poKOBa 4yBawa nofaTaka Koju ce
Hanase Ha megujuma, nogaum Mopajy 6uTn HenoBpaTHO
obpucaHu, a ako To HUje moryhe, TakBu Meauju mopajy
6uUTN PN3NYKM oTeheHn, O4HOCHO YHULLITEHW.

8. OepaHuyen-e npucmyna nodayuma u
cpedcmeuma 3a obpady noGamaka

Ynan 13.

Mpuctyn pecypcuma UKT cuctema ogpeheH je Bpctom
Hanora, ogHOCHO JOOESbEHOM YIIOroM Kojy 3anocneHu-
KOPUCHUK nma.

3anocneHn Koju Mma agMUHUACTPATOPCKU Harnor, uma
npasa npuctyna cBum pecypcuma WKT cuctema
(cohbTBEPCKMM U XapABEPCKAM, MPEXU U MPEXHUM
pecypcumMa) y uUuiby MHCTanauuje, OapKaBaka,
noAellaBarba u ynpasrbakwa pecypcuma UKT cuctema.

3anocrneHy - KOPUCHMK MOXe Oa KOpUCTM camo CBOj
KOPMCHWYKU Harnor Koju je 4obro o agMuHUCTpaTopa v
He cMme da omoryhu apyrom nuuy kopuwhehe HeroBor
KOPUCHMYKOr  Hanora, Cem agMuHMCTpaTopy 3a
noaellaBarke KOPUCHUYKOT Npoduna u pagHe cTaHuue.

3anocneHn-KOpUCHUK  koju  Ha Ouno  Koju  HauuH
3noynoTtpebu npasa, ogHocHo pecypce WKT cuctema,
noAanexe KpMBMYHO] M AUCLMMIIMHCKO] OAFOBOPHOCTW.

3anocneHn-KOpUCHUK AyxXaH je ga nowTyje n cnegeha
npasuna 6e3begHor u  npumepeHor kopuwhera
pecypca VKT cuctema, u To ga:

1) KOpUCTM WHGOPMATUYKE pecypce MWCKIbYYNBO Y
NMOCIOBHE CBPXe;

2) npuxeaT Aa Cy CBM MoJauu Koju ce ckrmaguiiTe,
npeHoce WNu npouecupajy y OKBUpY MHAOPMaTUYKNX
pecypca BnacHnwteo OnwTunHe Knaxesay 1 ga mory
O6uTK NpegmeT Hagarnedaka v npernefama;

LCITY>KBEHW JTIMCT ONWTUNHE KHAXEBALL - BPOJ 02

CTPAHA 4

3) noctyna ca nmoBeprbMBUM MojauMma y cknagy ca
nponucMma, a MocebHO NPWIMKOM Konupawa WU
npeHoca nogaraka;

4) 6e3benHO YyBa CBOje IO3WHKE, OLHOCHO Oa WX He
ofaje ApyrMM nuumma;

5) mena Nno3nHke carnacHo yTepheHum npaBunuma;

6) npe cBakor ygarbaBata of pagHe ctaHuue, ofjasu
ce ca cucTema, OQHOCHO 3aKrbyya pagHy CTaHuuly

7) 3axTeB 3a WHCTanauuvjy codTBepa wunu xapasepa
nogHocu y nucaHoj copmn, opobpeH oa cTpaHe
HenocpeaHor pykosoauoua;

8) o0b6e3begn curypHocT nopjaTtaka y cknagy ca
Baxxehum nponucmma;

9) nmpuctyna WHMOPMATUYKUM pecypcrma camo Ha
OCHOBY EKCMITMLIMTHO A04EerbEeHNX KOPUCHNYKMX NPaBa;
10) He cmMe pa 3ayctaBba pag unu  Gpuwe
aHTUMBMPYCHWM Mporpam, Mewa Herose noaelleHe
onuuje, HWTM Jda HeoBnawheHO WHCTanupa Apyru
aHTUBMPYCHW Nporpam;

11) Ha pagHoj CTaHWLUM He CMe [a CKaguwwTh cagpaj
KOj1 HEe CMY>W Y MOCIIOBHE CBPXE;

12) unspafyje 3awTtutHe konmje (backup) nogartaka y
Ckrnapy ca nponucaHvum npouegypama;

13) KOpWUCTU WHTEPHET W EneKTPOHCKY MowTy Yy
OnwtunHn Kraxesal y cknagy ca nponvcaHum
npoueaypama;

14) npuxsaTn ga ce oppeheHe BpcTe MHDOPMaTUYKUX
nHTepBeHUMja (M3pafda 3alTUTHUX KoMuja, axypuparse
nporpamMa, noKpeTawe aHTMBUPYCHOr nporpama u c.)
ob6aBrbajy y yTBpheHo Bpewme;

15) npuxsaTm [Ja CBM MPUCTYNU UHEOPMATUHKUM
pecypcuma U1 uHdopmauuwjama Tpeba pga 6yay
3aCHOBaHW Ha NPUHLMNY MUHUMAarHe HEONXOAHOCTH;
16) npuxBaTM pa TEeXHWKE CUrypHOCTU (aHTU BUPYC
nporpamu, firewall, cunctemmn 3a pevekunjy ynaga,
cpeactsa 3a wwudppupane, cpedcTtBa 3a MpoBepy
WHTerpuTeTa M Ap.) cnpevasajy noTeHuujanHe npeTe
WKT cucrtemy.

17) He cme pa uHcTanupa, moaudukyje, UCKIbydyje 13
paga wnm Gpuwe  3aWTWTHWA, CUCTEMCKM  Unn
annvkaTuBHM codTBEP.

9. Odobpaesan-e oenawheHoe npucmyna u
cnpeyasawe HeoenawheHoe npucmyna UKT
cucmemy u ycriyeama koje UKT cucmem npyxa

YnaH 14.

MpaBo npuctyna vMMajy camo 3anocreHn/KopUCHULIM
KOju MMajy agMUHUCTPATOPCKE UMM KOPUCHWYKE Harore.
AOMUHUCTPATOPCKM Harnor je jeANHCTBEHW Hamor Kojum
je omoryheH npucTyn n agMuHUCTpaumja CBUX pecypca
WKT cuctema, kao u oTBapawe HOBUX U WU3MeHa
nocrojehunx Hanora.

AOMUHUCTPATOPCKM Hanor Moxe/Mory fa kopuctu/e
camMO  3anocneHu Ha  NOCroBMMa  3anocneHu
pacrnopefeH Ha  pagHOM  MecTy cucTeM
aMVHUCTPATOP 1 NOCMOBU OAOpaHe.

KopucHMYKM Hanor ce cacTojy 0 KOPUCHUYKOT MMeHa U
NO3uHKe, KOju Ce MOTy yKyLiaBaTu Ha OCHOBY Kora/jux ce
BplWM ayTeHTUdUKaunja — npoBepa uaeHTUTETa W
ayTopusauuja — npoBepa npaBa npuctyna, OAHOCHO
npaea kopuwhewwa pecypca UKT cuctema og ctpaHe
3anoCneHor-kopMcHuKa.

KopucHnukn Hamor poferbyje aaMuHUCTpaTop, Ha
OCHOBY 3aXTEBa 3arnoCIIeHOr 3ay)XeHOT 3a yrnpaBrbarbe
TbYACKMM pecypcuma y capajhu ca HernocpesHuM
pykoBoAMOLEM M TO TeK HakoH yHoca nojataka o
3anocneHoM y codTBep 3a YynpaBrbatse IbyOCKAM
pecypcuma, a y cknagy ca notpeGama obaBrbatsa



CTPAHA5
MOCMOBHMX  3ajaTtaka of  CTpaHe  3amnocrieHor-
KOPUCHMKa.

AOMUHMCTPATOP BOAW €EBUAEHLM)Y O KOPUCHWUYKUAM
Hanosuma, npoBepaBa HUXOBO Kopullhere, Meka
npaeBa npuctyna ¥ YyKMAa KOPWCHWYKE Harnore Ha
OCHOBY  3axTeBa  3aMocflieHor Ha  nocroBuMa
ynpaeratba TbYACKUM pecypcuma, O[HOCHO
HagnexHor pykosoauoua.

10. Ymephueame odzoeopHocmu
KOPUCHUKa 3a 3awmumy corcmeeHux cpedcmasa
3a aymeHmukauujy

YnaH 15.

KopucHWYKM Hanor ce cacToju o, KOPUCHUYKOT UMeHa 1
NO3UHKeE.

KopucHMYKO MMe ce Kkpeupa Mo MaTpuuy MpBO CrIOBO
npesnMeHa + nMme, NaTtUHWYHUM NMcMom 6e3 ynotpebe
cnosa h,X,J1b, b, 1, Y, 1, W.

YMecTo 0BMX CrioBa KOPUCTUTM CrioBa 13 Tabene. )
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Jlo3nHKa Mopa ga cagpXu MUHUMYM cefjaM KapakTepa
KOMOWHOBaAHMX 0 Manux 1 BENWKUX CrioBa, umidapa v
cneumjanHux 3HaKoBa.

JloanHka He cme pa cagpxu ume, npesvMme, AaTym
poflewa, 6poj TenedoHa w pgpyre npenosHaTibUBe
nogatke.

AKO 3amnocneHn-KOpPMCHUK NOCyMha Aa je Apyro nviue
OTKPUNO HEroBy IO3VHKY AyXaH je Aa UCTy ogmax
N3MeHuU.

3anocneHn-KOpuCHUK AyXaH je Aa Mera JO3VHKY
HajMame jegHoM y 6 meceum

WcTta nosnHka ce He CMe MOHaBibaTu Y BPEMEHCKOM
nepuogy og roavHy AaHa.

HeosnawheHo ycTynawe KOPUCHWYKOr Hamora Apyrom
nuuy, Noanexe AWCLUUMITMHCKOj OAFOBOPHOCTH.

11. Mpedeuhan-e odzoeapajyhe ynompebe
Kpunmosawmume padu 3awmume majHocmu,
aymeHmu4Hocmu 0OHOCHO UHmMezpumema
nodamaka

YnaH 16.

Mpuctyn pecypcuma WKT cuctema  OnwTtuHe
KraxeBal He 3axTeBa NOCEGHYy KpMNTO3aLITUTY.

02.MAPT 2016

12. dusuyka 3awmuma ob6jekama,
npocmopa, npocmopuja 0OHOCHO 30Ha y Kojuma ce
Hanase cpedcmea u dokymeHmu UKT cucmema u
obpahyjy nodayu y UKT cucmemy

YnaH 17.

Mpoctop y kOMe ce Hanmase cepBepu, MpexHa Wnu
komyHukaumoHa onpema UKT cuctema, opraHusyje ca
Kao agMWHUCTpaTUBHa 30Ha. AAMUHUCTpPATUBHA 30Ha
ce ycrnocTtaBrba 3a usnykm npuctyn pecypcuma UKT
cucteMa Yy KOHTPONMCAHOM, BWASBUMBO O3HAYEHOM
npocTopy, Koju je obe3beheH mexaHnukom 6paBom.

MpocTtop Mopa [Ja oyne obesbeheH oa
koMmnpomuTyjyher enektpomarHeTHor 3padera (KEM3),
noxapa v Qpyrux enemMeHTapHUX Henoroga, u 'y Hemy
Tpeba pga 6yne oproeapajyha  TemnepaTypa
(knMMMaTu3oBaH NpocTop).

EBuaeHUmMjy 0 ynacky y oBy 30HY BOAM 3anoClieHW Ha
pagHOM MecTy CUCTEM aAMUHMACTPaATOp M MNOCMOBU
onbpaHe.

13. 3awmuma o0 2ybumka, owmehemsa,
Kpahe unu Jdpyzo2 ob6nuka yepoxaeam-a
6e36edHocmu cpedcmaea koja yuHe UKT cucmem

YnaH 18.

Yna3s y npoctopujama y kojuma ce Hanasu VKT onpema,
[O3BOMbLEH  je camMo  agMuHuUcTpaTopy KT
cucTemal/sanocneHmma Ha nocnosuma MKT.

Ocum agMuHucTpaTopa cuctema, npucTyn
agMUHMCTPATUBHO] 30HM MOry umatu u Tpeha nuua y
UMby MHCTanauuje W cepsucuparba oppefeHnx
pecypca UKT cuctema, a no npeTxoaHOM ofobpetwy
HavenHuka Ynpase, 1 y3 NPUCYCTBO HaANeXHor nuua -
3arnocrieHor Ha pagHOM MeCTy CUCTEM agMUHUCTpaTop
n nocnosu oabpaHe.

Mpuctyn agMUHMCTPATUBHOj 30HM MOXe uMaTn wu
3anocreHn/a Ha NocrnoBMMa ofpXxasama XurmjeHe ys
MPUCYCTBO HaAMIEXHOr 1ua - 3anocreHor Ha pagHoOM
MeCTy CUCTeM agMUHMUCTPaTOpP M MOCIoBM oabpaHe.

MpucTyn agMUHUCTpPaTMBHO] 30HM — KaHuenapwuja 6poj
34 mory umaTtun 1 3anocneHu/a Ha nocrnosuma GyiieTa u
dwvHaHcKja y3 opobpewe HagnexHor nvua -
3anocneHor Ha pagHoOM MecTy CUCTEM afMUHUCTPaTop
1 nocnosu oabpaHe.

MpocTopuja Mmopa 6GUTN BMOIBUBO ObenexeHa u y HOj
ce Mopa HanasvTu MpOTMBMOXapHa onpema, koja ce
MOXe KOPWCTUTU caMo Yy Cry4vajy noxapa y npoctopuju
y kojoj ce Hanasun UKT onpema 1 meauvju ca nogaumma.

CepBepu 1 akTMBHaA MpexHa onpema (switch, modem,
router, firewall), mopajy cTtanHo GUTU NPUKIbYYEHU Ha
ypehaje 3a HenpeknagHo Hanajawe — UPS.

Y cnyyajy HecTaHka enekTpudHe eHepruje, y nepuogy
ayxem of kanaumteta UPS-a, oBnawheHo nuvue je
OY)XXHO [jla UCKIbYy4M OnpeMy y ckragy ca npouegypama
npoussohaya onpeme.
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UKT onpema u3 npocTtopuje ce y cryyajy onacHOCTU
(noxap, BpemeHcke Hemnoroge W Crl.) MOXe W3HeTU U
6e3 ogobpera HavenHuka.

Y cnyyajy usHowewa onpeme pagu cenugbe, wunm
cepBucMpara, HEeONxo4Ho je opobpere HayenHuka
Koju he oapeauTn yCcrnoBe, HAYUMH N MECTO M3HOLUEHa
onpewme.

AKko ce onpeMa WM3HOCWM pagu cepBucuparba, nopej
opobpera HavenHuka Ynpase, NOTPebHO je cavynmHUTH
3anvCHUK y KOMe Ce HaBOAM Has3vWB W TUM onpeme,
cepujcku 6poj, HasuB cepBucepa, UMe W npesume
oBnawheHor nuua cepaucepa.

YroBopom ca cepBucepoMm Mopa 6uTn gedumHucana
obaBe3a 3aWwTuTe nopaTaka Koju ce Hanase Ha
meamjuma koju cy peo WKT pecypca OnwTtuHe
KrsaxkeBal,.

14. Ob6esbehusame ucnpaeHo2 u
6e36e0HO02 hyHKUUOHUCaH-a cpedcmaea 3a o6pady
nodamaka

Ynan 19.

3anocnenn Ha nocrnosuma VKT KOHTUHYMpaHo Haaavpy
1 npoBepaBajy yHKUMOHNCawe cpeacTaBa 3a obpany
nojaTtaka v ynpaerbajy pu3vuMmMa Koju Mory yTtuuaTu
Ha 6es3begHoct WIKT cuctema u, y cknagy ca Tum,
nnaHupajy, OAHOCHO nNpeanaxy HadernHuky Ynpase
oprosapajyhe mepe.

Mpe yBohewa y pag Hosor codTBepa HEOMXOAHO je
HanpaBUTK KOMWjy-apxvBy nocTojehux nopataka, Yy
Lunrby npunpemMe 3a npoueaypy Bpahara Ha NPeTXoAHyY
cTabunHy Bepsnjy

WHcTanupake HOBOr codTBepa Kao W axypupare
noctojeher, 0AHOCHO MHCTanauuja HoBe Bep3uje, MoXe
Ce BPLUMTM Ha HauyvH KOju He omeTa onepaTuBHU pap
3aN0CreHNX-KOPUCHUKa.

Y cny4yajy ga ce Ha HOBOj Bep3uju codTBepa Koju je
yBeAEeH Yy onepaTuBHU pag npuMeTe GUTHWM HegocTaum
KOju MOry ytuuatun Ha pag, noTpebHo je mpumeHuTM
npouedypy 3a Bpahawe Ha npeTxogHy cTabunHy
Bep3ujy codTeepa.

15. 3awmuma nodamaka u cpedcmea 3a
ob6pady nodamaka o0 3/10HaMepHo2 cogpmeepa

YnaHn 20.

3awTuta of 3rmoHamMepHor codTBEpPaA Ha MPEXU
CMpoOBOAM Ce y LUMIby 3allTUTe o BUpYyca v gpyre
BPCTE 3MIOHAaMEpHOr koda Koju Yy padyHapcky
MpPEeXy MOry [JOCMeTU  MHTEPHET KOHEKUUjoM,
UMEjNoM,  3apaeHUM MPEeHOCHUM  Megujuma
(USB wmewmopwuja, CD wuta.), uHcTanauujom
HenuueHuupaHor codTBepa 1 cn.

3a ycneluHy 3alWTUTy of BMpyca Ha CBaKOM padyHapy
je VHcTanupaH aHTUBMPYCHM Nporpam. CBaKOAHEBHO ce
ayToOMaTCKM BPLUM AONyHA aHTUBUPYCHUX AeduHuumja.

Mocnepwer pagHor pdaHa (neTak) y Hegersu je
noTpebHO OCTaBUTK YKIbyYeHe U 3akibyyaHe padyHape
pagun ckeHupawa Ha Bupyce.
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3abpartbeHo je 3aycTaB/bakbe U UCKIbYYMBahe
aHTMBMPYCHOI COhTBEPA TOKOM CKEHUPaHa MPEHOCHUX
meauja.

MpeHocuBn meamju, npe kopuwhewa, Mopajy 6uth
NPOBEPEHN Ha MPUCYCTBO Bupyca. AKO ce yTBpau Aa
NpeHoCMBM MeaWnj CaapXu Bupyce, YKOMUKO je TO
moryhe, Bpwu ce uuwhewe Meauja aHTUBUMPYCHUM
copTBEPOM.

Pusnk oa eBeHTyanHor rybutka nogataka MPUIIMKOM
ynwhera Meauja o BUpYyca CHOCU JoHOocUMaL, Meauja.

Y uurby 3awTute, opgHocHo ynaga y WKT cuctem
OnwTtuHe KraxeBal ca WHTEpPHETa, 3anociieHn Ha
pagHOM MeCTy CUCTEM aAMWHUCTPATOP U MOCMOBU
onbpaHe je oyxxaH 4a ogpXasa CUCTEM 3a CnpevyaBake
ynaga.

PykoBoguoun opraHnsaumoHnx jeamHuua ogpehyjy koju
3anocfieHn uMMajy npaBo NpUCTyna WHTEpHeTY paau
npukynibara nogataka W ocTanux WHdopMmaumja
Be3aHWX 3a obaBrbawe MNocrnoBa Yy  HMWXOBO]
Ha[NneXHOCTN.

KopucHuumma koju cy npukrbydeHn Ha UKT cuctem je
3abpareHO camoCTanHo NpUKIbyYMBaHke Ha MHTEPHET
(NpuKrbyYMBar-€ NPEKo COMCTBEHOr MOAeMa), Npu Yemy
3anocfieHn Ha pagHOM MecCTy CUCTeM agMUHUCTpaTop
1 NOCnoBu oabpaHe MoXe YKUHYTU MPUCTYN MHTEePHeTY
y criyyajy AokasaHe 3noynoTtpebe ncror.

Kopuchnum WKT cuctema Koju KOpWUCTE WHTEpHeT
MOpajy Aa ce npuapxaBajy Mepa 3awTtuTe o Bupyca u
ynaga ca nHTepHeTta y UKT cuctem, a cBaku padyHap
Ynju ce 3anocneHn-KOPUCHUK NpuKIbydyje Ha VIHTepHeT
mMopa 6uTu oproeapajyhe nogelwleH v 3awTuheH, npu
yeMy nofellaBak€ BPLUM  3aMOCMNEHN Ha pagHOM
MECTY CUCTEM alMUHUCTPATOpP M NOocrnoBu ogbpaHe

Mpunukom kopuwherwa mHTepHeTa Tpeba nsberasaTtn
cymwmBe WEB ctpaHuue, ¢ ob3vpom ga 1O MOxe
npoyspokoBaTh Npobneme - HENPUMETHO UHCTanNMpare
LUMMjYHCKUX Nporpama 1 CrMyHo.

Y cny4ajy oa KOPUCHWUK MPUMETN HEOOUYHO NoHallaHe
padyHapa, 3anaxawe Tpeba 6e3 opnaraka  Ja
npujaBM  3anocrieHoM Ha pagHOM MECTy CUCTEM
aMVHUCTPATOP 1 NOCNOBW OAOpaHe.

Ctporo je 3abpatbeHo rnedawe UIMOBA U Urparwe
urpyua Ha padvyHapuma un "kpctapewe" WEB
CTpaHvuama Koje cagpxe HefonuyaH cagpaj, kao u
CaMOBOJBHO Npey3nuMane UCTUX Ca UHTEpPHeTA.

Hepo3BorseHa ynoTpeba nHTepHeTa obyxsaTa:
WHCTanupawe, OucTpubyuwjy, ornawasawe, MpeHoC
WUNW Ha APYrM HauvH Yukbere OOCTYNHUM ,MpaTcKux”
unu Jpyrmx coTBEpCKMX npomsBoda Koju HUcy
nuueHUMpaHu Ha oarosapajyhu HaumH;

HapyllaBake CUrypHOCTU MPEXEe UM Ha OpYry HauvH
oHeMoryhaBahe NoCrnoBHE UHTEPHET KOMYHUKaUWje;
HaMEPHO LUMPEHE AECTPYKTUBHUX M OMCTPYKTUBHUX
nporpama Ha WHTepHeTy (MHTepHeT BUpPYCW, MHTEpHeT
TPOjAHCKN KOHM, WHTEPHET UpBWM W Apyre BpCTe
ManuuuosHux coTeepa);

HEO03BOIbEHO Kopulihewe [OPYLWTBEHUX Mpexa W
OpYrux HTEpPHEeT cagpXaja Koje je orpaHu4eHo;
npeysmmane (download) nogaTtaka Benuvke “TexuHe”
KOje Mpoy3pokKyje “3aryllere” Ha Mpexu;

npeysmmare (download) matepujana 3awTuheHux
ayTOpPCKUM NpaBunMa;

kopuwhere nUHKOBA KOjU HWCY y BE3M ca MNOCIIOM
(rmepane ounmosa, ayamo 1 BUOEOCTPEaMUHT U C1.);
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He[03BOSbEHN NPUCTYN Caapxajy, NnpomeHa cagpxaja,
Bpuvcame unu npepaga cagpxaja npeko NHTepHeTa.
KopucHnumma  koju  HeageksaTHUM  Kopuwherem
MHTEpHeTa Y3pOKyjy 3aryliewe, npekug y pagy wnum
HapywaBajy 6e36e4HOCT Mpexe MoXe ce oay3eTu
npaso npucTyna

16. 3awmuma o0 2y6bumka nodamaka
YUnaH 21.

Base nogataka ob6aBe3HO ce apxvBupajy Ha NpeHocmBe
meavje (CDROM, DVD, USB, ,strimer” Tpaka, ekcTepHu
XapA AWCK), HajMarwe jegHOM [HEBHO, HeAerbHo,
Mece4yHo W roauwme, 3a notpebe oO6HoBe 6ase
noparaka.

Octanu ¢ajnoBu-O0OKYMEHTN Ce apXxuBupajy Hajmame
jeAHOM HeferbHO, MECEYHO U roguLLIHE.

Mogaum o 3anocrneHMma-KopuCHULMMA, apXvuBupajy ce
Hajmar-e jeAHOM MeCeyHO.

[HeBHO KoMupare-apxvMBMpare BpLUM Ce 3a CBaku
pagHu gaH y ceamuum, of 21 4YacoBa cBakor pagHor
JaHa.

HeAeJ'bHO Konupakwe-apxmeunpaHle BpLUKX ce nocnegHer
pagHor gaHa y Hegersu, og 21 4acoBa, Y OHOJSUKO
HeJeJbHUX npumMmepaka KOJIMKoO nmMma nocneglknx pagHux
JaHa y meceLly.

MeceuHo konupare-apxMBupame BpLUM Ce nocrener
pagHor gaHa y mecely, 3a cBaku Mecel, nocebHo, of
21 vacoBa.

loaunwHe Konvpake-apxvBrpare BpLUW Ce Nocneaxer
pagHor AaHa y roaviHu.

CBakn npvmepak rogviike Konvje-apxuee 4yyBa ce Y
POKY Koju je AeduHucaH YnyTCTBOM O KaHLenapujCKkom
nocrnoBawy opraHa gpxasHe ynpase (,Cn. [macHuk
PC*, 6p 10/93, 14/93-ncnp. n 67/2016).

CBakn npumepak MpeHOCHOr MHOpMaTUYKor meawvja
ca Konujama-apxusama, mopa 6utu o3HaveH Opojem,
BPCTOM (OHEBHa, HederbHa, MeCeyHa, TroAuLHa),
OaTyMOM wu3page Konvje-apxuBe, Kao U UMEHOM
3anocreHor-kopMCcHKa Koju je M3BpLUMO KOomuparse-
apxvBupatbe.

[HeBHe, HeperbHe U MeceyvHe Konuje-apxvBee ce YyBajy
y NpoCTOpujn Koja je u3nykn 1y cknagy ca mepama
3aWwTuTe oA noxapa obesbeheHa.

loguwrse Konuvje-apxmee ce nspahyjy y ABa npMMmepka,
O KOjuX ce jegaH 4yBa y NpOCTOPUjM Y KOjoOj ce YyBajy
OHeBHe, HeJerbHe U MeceyvHe Konuje-apxvmee a Apyru
npumepak y cedy baHke

VMcnpaBHOCT konuja-apxvBa NpoBepaBa Ce HajMake Ha
LIECT Meceun 1 TO Tako LWITO ce u3BpLum nospahaj 6asa
nofjataka Koje ce Hanase Ha Meauvjy, npu 4emy
BpaheHn nogaum HakoH noBpahaja Tpeba pa Oyay
MCMNpPaBHU 1 CNPEMHM 3a ynoTpeby.

17. Yyeame nodamaka o dozahajuma Koju
Mo2y 6umu 00 3Hayaja 3a 6e36edHocm MWUKT
cucmema

LCITY>KBEHW JTMCT ONWTUNHE KHAXEBALL - BPOJ 02

02.MAPT 2016
YnaH 22.

O aKkTMBHOCTMMa agMWHMUCTpaTopa M  3anoCleHuX-
KOpPUCHMKa BOAE Ce OHEBHMLUM aKTMBHOCTM (activitylog,
history, securitylog, transactionlog u ap).

Caakor nocnegrer pagHor AaHa y Heferou gatoteke y
KOjuma ce Hanasu OHEBHUK aKTMBHOCTWU Ce apxuBupajy
no npoueaypu 3a wuspagy Konuja-apxvea oOcCTanmx
nopataka y WKT cuctemy, y cknagy ca un. 20 osor
npaBuWITHMKA.

18. Ob6esbehusame uHmMezpumema
cogpbmeepa u onepamueHuUx cucmema

YnaH 23.

Y UKT cuctemy moxe ga ce UHcTanuMpa camo codTeep
3a Koju noctoju Baxeha nuueHua Yy BRACHULWTBY
OnwTnHe  Kroaxkenal, OOHOCHO Freeware wu
Opensource Bep3auvje.

WHcTanauujy n nopeluasare codTBEpa MOXE Aa BpLUU
camo 3anocreHu Ha pagHOM MecCTy CuUCTeM
agMvHuUCTpaTop M nocnosu ofgbpaHe, OOHOCHO
3aMnocieHN-KOPUCHUK KOju Mma oBnawhetne 3a To.

WHcTanauvjy n nopewasawe codTBepa MoOxe pAa
u3spwu un Tpehe nuue, y cknagy ca YroBopom O
HabaBuu, OOHOCHO oapXXaBaky codTBEpa.

lMpe cBake wHcTanauuje HoBe Bep3nje codTBepa,
OOHOCHO MofellaBara, HEOMXOAHO je HanpaBuTy
konwujy noctojeher, kako 6u ce obe3beamna moryhHocT
nmoBpatka Ha NPeTXogHO  CTawe Yy  chyvyajy
HeoYeKknBaHUX cutyauuja.

19. 3awmuma od 3noynompebe
mexHuU4Ykux  6e36e0HOCHUX cnabocmu UKT
cucmema

YnaH 24.

3anocneHn Ha pagHOM MeCTy CUCTEM afMUHUCTPAToOp
M nocrnoBu onbpaHe Hajmawe jeHOM MeCe4yHO a o
I'IOTp66I/I 1 yewhe BpLIM aHann3y AHEBHUKA aKTUBHOCTU
(activitylog, history, securitylog, transactionlog n ap ) y
uuIby uaeHtTudmkaumnje noteHumjanHmx cnaboctn UMKT
cucTema.

YKonuko ce wuaeHTudmkyjy cnaboctu koje mory Aa
yrpo3e 6e3begHoct WKT cuctema, 3anocrneHu Ha
pagHOM MeCTy CUCTEM aAMVHUCTPaTop W MOCMOBU
onbpaHe je goyxaH ga ogmMax M3BpLUM MofellaBarsa,
OfJHOCHO WHCTanupa codTBep Koju he OTKMOoOHUTU
youeHe cnabocTu.

3anocneHn Ha pagHOM MeCTy CUCTEM afMUHUCTPAToOp
n nocrnoBu opbpaHe, Tpeba n[a nogellaBarkeM
KOPUCHWUYKMX  noruca, oHemoryhu  HeoBnawheHo
WHCTanupawe codTBepa Koju MoXe [AOBecTu [o
yrpoxaana 6e36egHoctn UKT cucrtema.
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20. Ob6esbehueawe Oa akmueHocmu Ha
pesusuju UKT cucmema umajy wmo Mmawu ymuuaj
Ha ¢byHKYUOHUCaHe cucmema

Ynan 25.

Pesuanja VIKT cuctema ce mopa BpLIMTM Tako Aa uma
LWITO MakW YyTULA] HAa MNOCMOBHE MpoLece KOpUCHWKA-
3anocneHux. YKonuko 1o Huje moryhe y pagHo Bpeme,
OHAA Ce BpLUM HAKOH 3aBplUeTKa pagHOr BpemeHa
KOPUCHWKa-3anocneHunx, Ynju 6m nocrnosHu npouec 6uo
OMeTaH, y3 NPeTXo4Hy CarnacHoCT HavefHuka Ynpase.

21. 3awmuma nodamaka y
KOMYHUKayuoHUM mpexama ykroydyjyhu ypehaje u
eodose

YnaH 26.

KoMyHuKkaumoHn kabnoeu u kabrnosum 3a Hanajare
Mopajy 61TV MnocTaBrbeHn y 3uay Wnu KaHanvuama,
Tako Aa ce oHemoryhu HeosnawheH NPUCTYM, OGHOCHO
4a ce n3BpLumn nsonauuja og moryher owrtehemsa.
MpexHa onpema (switch, router, firewall) ce mopa
HanasuTn y 3aKiby4aHoM rack opmaHy.

3anocneHn Ha pagHOM MeCTy CUCTEM agMUHUCTpaTop
1N nocrosn ogbpaHe je AyxaH/a Aa CcTanHO BpLUM
KOHTPOMHW npernes MpexHe onpeMe n 6naroBpeMeHo
npegysuma Mepe Yy Luiby OTKNararwa eBEeHTyarnHUx
HenpaBUIIHOCTH.

BexunyHa mpexa Kojy Mory Aa KopucTe nocetvmoum
objekaTta y HagnexHocTn Ynpase, mopa 6uTn ofBojeHa
0[ VHTEPHE MpeXe KOjy KOPUCTE KOPUCHMLM 3anocneHu
y YnpaBu u Kpo3 KOjy Ce BpLIM pasMeHa CIyx0eHux
noparaka.

Ta wmpexa Tpeba pa Oyme osHaueHa (CCUO) no
Moeny Mme OnLITUHe.

22. bBbe3zbedHocm nodamaka Koju ce
npeHoce yHymap onepamopa UKT cucmema, kao u
usmehy onepamopa UKT cucmema u nuya eaH
onepamopa UKT cucmema

YnaHn 27.

OnwTtrHa KraxeBal, He BpLUM pa3MeHy nogaTaka Koju
Cy O3Ha4yeHW HEeKOM Off O3Haka TajHOCTU ca ApYyruMm
opraHuma u opraHusauujama.

23. Mumama UHgopmMayuoHe
6e36e0HOCMU y OKeupy ynpaesbaia ceum ¢hazama
)xueomHoz uyuknyca MWKT cucmema OOHOCHO
desioea cucmema

Ynan 28.

HaunH uvHCTanupawa HOBUX, 3aMeHa U oJpXkaBare
noctojehnx pecypca UKT cuctema og ctpaHe Tpehux
nuua Koja HUcy 3anocneHa y Ynpaswu, 6uhe pedwvHucaH
yroBOpoM koju he GUTK CKNOMIbeH ca TUM nuuuma.

3anocneHn Ha pagHOM MecTy CUCTeEM aAMUHUCTpaTop
1 NocroBu oabpaHe je 3afdyxeH 3a TeXHWUYKW Hagsop
Hap peanusaunjom yroBopeHux obasesa of cTpaHe
Tpehux nuua.

O ycnoctaBemawy HoBor WKT cuctema, ogHOCHO
yBohewy HOBUX pJdenoBa M u3MeHama noctojehnx
penosa WIKT cuctema 3anocneHu Ha pagHOM MecCTy
CUCTEM agMWHUCTpPATOp W MocnoBuM oabpaHe BoAU
OOKyMeHTauujy.
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[okymeHTaumMja U3 NpeTXo4Hor cTaBa Mopa Aa cagpXu
onuce CBUX Mpoleaypa a nocebHo npoueaypa Koje ce
oAHoce Ha 6e3benHocT UKT cuctema.

24, 3awmuma nodamaka Koju ce Kopucme
3a nompebe mecmupamwa UKT cucmema oGHOCHO
denoga cucmema

YnaH 29.

Mpunvkom TecTupawa cucTEMa, nodauu Koju cy
03HaYeHW O3HAKOM TajHOCTWU, OOHOCHO cryxbeHocTH
Kao noBepSbMBM NOAaAUM, WM Cy NWYHKM nojaum
3arnocrieHn Ha pagHOM MeCTy CUCTEM agMWHUCTpaTop
1 nocnoeu oabpaHe, ogroeapa 3a nofatke y cknagy ca
nponucmMma kojuma je pedwuHucaHa ynotpeba wn
3aluTMTa TakBe BpCTe nogaTtaka).

25. 3awmuma cpedcmaea onepamopa UKT
cucmema Koja cy docmyrnHa npyxaoyuma ycryaa

Ynan 30.

Tpeha nuua-npyxaouu ycrnyra vm3page 1 oapxaBaha
codbTBEpPa MOry NpUCTYNUTU Camo OHMM MogaLuma Koju
ce Hanase y 6a3ama nogaTtaka Koje cy geo codrtsepa
KOju Cy OHU Wu3pagunun, OOHOCHO 3a Koje MOCToju
yroBopom fgeduH1caH npmcTyn.

3anocneHn Ha pagHOM MEeCTy CUCTEM agMUHUCTPaTop
n nocnosu opgbpaHe je OQroBopaH 3a KOHTPONy
npuctyna v Haas3op Hag U3BpPLUEH-EM  YrOBOPEHUX
obaBe3a, ka0 M 3a nowToBawe oapeadbu oBor
npaBuUiHNKa KOjuMa Cy TakBe akTUBHOCTU AedUHUCaHE.

26. Odpxaeawe yz2o0e0peHo2 HUOa
uHgopmayuoHe 6e36e0HOCMU U NPYXKeHUX ycryaa
y cknady ca ycroeuma Koju cy y2o0eopeHuU ca
npyxaouyem ycnyeaa

YnaH 31.
OnwTrHa HeMa CKIOMrbeH yroBop ca Tpehum nuuuma
3a npyxare ycnyra uHgopmauuoHe 6e3begHocTu.

27. [lpeeeHuuja u peazogaH-e Ha
6e36e0HOCHe UHUudeHme, wmo Mnodpa3ymeea
adekeamHy pa3meHy uH¢opmayuja o
6e36edHocHUM cnabocmuma MUKT cucmema,
UHYyuGeHMuUMa u npemmama

YnaH 32.

Y cniyyajy 61no kakBor MHUMAEHTa Koju MoXe Aa yrpoau
OesbenHoct pecypca WKT cuctema, 3anocneHu-
KOPUCHWK je ayxaH ga oamax obaBecTn anocrneHor Ha
pagHOM MeCTy CUCTEM aaMWHUCTpaATOp W MNOCMOBU
onbpaHe

Mo npujeMy npujaBe 3anocneHn Ha pagHOM MecTy
cucTeM  agMuHWCTpaTop UM MNocroBM ogbpaHe je
AyxaH/a pa ogmax obaBeCcTu HauvenHuka Ynpase WM
npegysme Mepe y uwby 3awTtute pecypca WKT
cuctema.

YKONUKO ce pagu O MHUMAOEHTY Koju je AeduHUCaH y
cknagy ca Ypegbom O MOCTYnKy [OCTaBrbaka
nogartaka, NUCTW, BpcTama W 3Hauvajy vHuupeHata wu
nocTynky obaBewTaBaka O  MHUMAEHTMMA Yy
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MH(OPMALMOHO-KOMYHUKALMOHMM  cUCTEMMMA  Of
nocebHor 3Hauvaja, ,Cn. MmacHuk PC*, 6p, 94/2016),
3anocreHn Ha pagHOM MEeCTY CUCTEM afMUHUCTpaTop
1 nocnosu oabpaHe je AyxaH/a ga nopen HayenHuka
oGaBecTM W HagnexHu opradH geduvHUcaH OBOM
ypenbom.

3anocneHn Ha pagHOM MeCTy CUCTEM aaMWHMUCTpaTop
M nocnosu opbpaHe BoOOM eBUAEHUWM)y O CBUM
MHUMOEHTUMA, Kao U NpujaBama MHUMaeHaTa, y cknagy
ca ypeabom, Ha OCHOBY Koje, NPOTUB OArOBOPHOT Nuua,
MOry da Ce BOAe OUCLMMIMHCKW, MpeKpLlajHn unm
KPVBUYHM MOCTYMLM.

28. Mepe koje o6e36ehyjy koHmuHyumem
obaesbatrba rnocna y eaHpeOHUM OKO/THOCMUMa

Ynan 33.

Y cnyyajy BaHpeAHWX OKOMHOCTW, Koje Mory Aa AoBeay
oo umamewrtawa WKT cuctema wm3 3rpage Ynpase,
3anocrieHn Ha pagHOM MeCTy CUCTEM agMMHUCTpaTop
1 nocrnosu oabpaHe, je AyxaH/a ga y Hajkpahem poky
opraHugyje npeHoc pgenosa VKT cuctema HeonxogHe
3a (PyHKUMOHMCaHEe Yy BaHPedHOj CuTyauuju Ha
pesepBHy nokauujy, y Cknagy ca nrnaHoMm pearoBawa y
BaHpPEAHUM W KPU3HUM CUTyaumjama.

Crneundukaunjy penosa WKT cuctema «koju cy
HeonxodHn 3a  PyHKUMOHWCakeEe Yy  BaHPEAHUM
cuTyaumjama m3pahyje 3anocneHn Ha pagHOM MecTy
cucTemM agMuHMCTpaTop M nmocnosu ogbpaHe, n T0O y
TPW Npumepka, o4 Kojux ce jeaaH Hamasw ko werale,
OpYrM KOO  3anocrneHor HaamnexHor 3a nocrnose
oabpaHe n BaHpegHe cuTyauuje a Tpehu npumepak ko
HayenHuka Ynpase.

Oenose WKT cuctema Koju HUCY HeonxodHu 3a
PyHKLUMOHNCaKE y BaHpeaHUM cuTyaumjama,
cKkraguwTe ce Ha pesepBHy nokauujy, Kojy oapeam
HavernHuk Ynpaee. CknaguwTtewe penoesa WKT
cucTtemMa Koju HUCY HEOMXOAHW, Ce BpwM Tako pAa
onpema byge GesbegHa u oGenexeHa, y ckrnagy ca
€BuaeHLMjoM Koja ce O H0j BOAW.

U3meHa MpaBunHuka o 6e3begHocTn
Ynan 34.

Y cnyyajy HacTaHka MNpoOMeHa Koje MOory HacTynutu
ycneq TEXHUYKO-TEXHOMOLLIKUX, KaZpOBCKMX,
opraHusauuoHux npomeHa y UKT cuctemy n gorahaja
Ha rnobanHoM ¥ HaUMOHAaNHOM HWMBOY KOjU MOry
HapyLw1Tn nHpopmaumoHy 6e3beqHOCT, 3anocneHn Ha
pagHOM MeCTy CUCTEM aAMWHUCTPATOP W MOCMOBU
ogbpaHe je pgykaH/a pa obaBecTu HademnHuka
OnwTrHCKe ynpaBe, kako 6u OH Morao ga npuctynu
M3MEHWN OBOT MpaBuIHWKA, Y UUIby yHanpehewe mepa
3awTnTe, HayuMHa W npouedypa rnoctusaka MU
oadpxaBawa apgekBaTHor HuBoa 6esbegHoctn WKT
cuctema, Kao W npeucnutMBame oBrawhewa U
OLroBOPHOCTM Yy Be3u ca 6e3bepHowhy u pecypcuma
WKT cucrtema.

VI.
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Mpoepa UKT cuctema

YnaH 35.
Opervete 3a onwity

Mpoeepy WKT cuctema BpLum
ynpaBy U 3ajeQHuYKe MoCcroBe.

MpoBepa ce BpLUKM TaKoO LUTO Ce:

1) npoBepaBa  ycknaheHoct [lpaBunHuka O
6e3bepgHoctn UKT cuctema, yammajyhm y o63vp wn
npaBunHWke Ha Koja ce Bpwu ynyhueawe, ca
nponucaHWM ycrnoeuma, OQHOCHO MpoBepasa Aa nun cy
NpaBUIMHNKOM afeksaTHO npeasufleHe Mepe 3awTuTe,

npouenype, osnawhewa U ogrosopHoctn Yy WKT
cucTemy;
2) npoBepaBa pfa M ce Yy onepaTMBHOM pagy

agekBaTHO npumemwyjy npeasuhieHe Mepe 3awtute u
npoueaype y cknagy ca ytepheHum osnawhewuma un
0OroBOpHOCTMMA, MeTOAama WHTepBjya, cuMmynauuje,
nocmaTpawa, yBuaa y npensuheHe eBuaeHuuje u
Apyry AokymeHTauujy;

3) Bpwwn npoBepa 6e36eAHOCHMX cnabocTn Ha HUBOY
TEXHUYKUX KapakTepucTuka komnoHeHTn VKT cuctema
MEeTOAOM yBuaa y m3abpaHe NpousBOAE, apXUTEKType
pellena, TeXHUYKe KoHdUrypauumje, TexHudke nogartke
0 cratycuma, 3anuce O forahajuma (noroee) kao u
METOAOM TecTupama nocTojara nosHaTux
6e36egHOCHUX cnabocTu y CIIMYHUM OKpYXehMMa.

O n3BpLUEHOj NPOBEPU CavMHaBa Ce U3BELLTaj, KOju ce
[OCTaBrba HavyenHuky Ynpase.

Cappxaj usBewTtaja o npoeepu UKT cuctema
YnaH 36.

M3BewwTaj o nposepun VKT cuctema cagpxu:

1) Ha3nB onepaTopa KT cuctema koju ce npoBepasa;
2) Bpeme npoBepe;

3) nogauu o nuuMMa Koja Cy BpLUUa NpoBepy;

4) n3eeLlTaj 0 CNpoOBEAEHMM pagHamMa NpoBepe;

5) 3akrbyyke no nuTtawy ycknaheHoctu lMpaBunHuka o
6e36enHocTn VKT cuctema ca nponucaHum ycrioBuma;
6) 3ak/bydke NO nNuUTawy afekBaTHE nNpUMeHe
npensuheHux Mepa 3alTuTe y onepaTMBHOM pagy;

7) 3aKibyyke MO NuTamwy eBeHTyanHux 6e36emHOCHMX
cnabocTM Ha HMBOY TEXHUYKUX KapaKTepucTuka
komnoHeHTn UKT cuctema;

8) oueHa yKynHor HMBoa nHdopmaumoHe 6e3begHoCTY;
9) npeaior eBeHTyanHnx KOPEKTUBHNX MePa;

10) noTnuc oAroBOPHOT Nuua Koje je CrpoBeno NpoBepy
WKT cucrema.

Mpena3sHe 1 3aBpLUHe oapende

YnaH 37.
Ha cBe wto Huje perynucaHo osum [lpaBurHMKOM
npumewyjy ce ogpepbe YnytctBa o ynotpebu
padyHapa u padyHapcke onpeme y MpexHOM OKpYXeHy
(«Cn.nuct onwTtuHe Kibaxesau» 6/2016)

YnaH 38.

OBaj NpaBUMHKK CTyNa Ha cHary JaHoM objaBrbuBakba
y ,Cnyx6eHom nucty onwtrHe Knaxesal,
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Bp. 092-1/2017/03
Y Kwaxesnuy,
pana 02. mapta 2017 roguHe

HauenHuk
OMWTWUHCKE YNPABE
Aunn.npasuuk Emunuja Tacuh
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